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Networked Embedded Systems -
Application Visions
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Networked Embedded Systems -
Application Visions

Building Automation

ocial Interactions
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Some of our Deployments

» Sensor Networks for Environmental Monitoring
= Sensor networks in extreme environments
= Permafrost in alpine regions
= Early warning scenarios
= Sensing environmental quality in cities

» Safety, Security and Comfort

= Safety and Security Networks (Siemens Building
Technologies)

» Sensor networks for building diagnosis
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The Networked Embedded System Vision
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Safety/Security Monitoring Il

Funk-Rauchmelder

Funk-Gateway

ETH
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First certified product on
the market, based on
multi-hop networking.

Hard real-time and
dependability
constraints.

Battery operated.

Based on innovative low
power MAC and routing

protocols.
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PermaSense |

We aim to:
= provide long-term high-quality sensing in
harsh environments

= obtain measurements that have previously been
iImpossible (high resolution in time and space)

Reliability, delivery of information in near real-
time, and integration of diverse sensors are
Ingredients

. for quantifing environmental phenomena and

. for the next generation of early-warning
systems.

ETH 1/ 4

9 Technische Informatik und Kommunikationsnetze

Eidgendsshiche Technische Hochschule ZTarich
Computer Engineering and Networks

Seviss Federal Imiiute of Technalogy Tusich



PermaSense |

Rock Wall ,#*

Electrode Pairt

m

T —T \] by
Thermision Rod /

Mukiplexer Blectronics //

Eidgendsshiche Technische Hochschule ZTarich 10

Technische Informatik und Kommunikationsnetze
Seviss Federal Imiiute of Technalogy Tusich

Computer Engineering and Networks



PermaSense lll
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OpenSense |

» Environmental quality in urban areas is
a global concern.

» Officials

= environmental engineers: location of
pollution sources

* municipalities: creating incentives to
reduce environmental footprint

* public health studies
» Citizens
= advice for outside activities
» assessment of long-term exposure
» pollution maps

ETH
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OpenSense |l

sstm design
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Understand the System

Data Pipeline
Cyber-Physical Interactions
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Promises

Sensor nodes are cheap, so we can have plenty of
them.

Nodes may be cheap, but deployment and
maintenance Is expensive.

Additional redundant nodes make the system fault
tolerant automatically.

More nodes make the system more fragile.

ETH | il
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Why is it so difficult to design
efficient and predictable
networked embedded systems?
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In Computer Science, the physical world has
been (successfully) abstracted away from
‘computation’.

i
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In Computer Science, the physical world has
been (successfully) abstracted away from
‘computation’.

But embedded systems are closely integrated
Into their environment.

i
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Interacting with the Environment

Networked Embedded

System
Functional
Interaction
Physical/biological
Environment
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In Computer Science, the physical world has
been (successfully) abstracted away from
‘computation’.

But embedded systems are closely integrated
Into their environment.

Working close to resource limits (energy,
memory, bandwidth) makes systems
extremely fragile.
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Interacting with the Environment

Physical Resources
(Memory, Energy,

Resource Temperature,Bandwidth)
Interaction $

Networked Embedded

System
Functional
Interaction
Physical/biological
Environment
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Challenges il

» Sensors and interfaces (air pollution,. ==,
sensitivity, calibration, low energy, &I
low cost, integration, ...) -

» Low energy operation (technology A
Integration, parallel processing, power seiien
management, ...) , .

» Energy harvesting (application  EEEE Ll K
control, ...) - Y
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Challenges

coupling, energy balancing, . )

actuation
w0 1000 and
sensing
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Challenges

» Distributed control (sensor-actuator ./«
coupling, energy balancing, ...)
» Predictability and reliability

(formal verification, (energy)
testing, observability...)
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Challenges

Relerercs GPS

Distributed control (sensor-actuator {===.
coupling, energy balancing, ...)

Predictability and reliability
(formal verification, (energy)
testing, observability...) =

Modeling (new models and methods |
for data analysis, sensing at diverse [
spatial and temporal scales, data W ’%,
fusion) LI oty DT
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Predictability and Efficiency

U

Trustworthy Systems

29
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Contents

» Partl
= Energy Harvesting
= Power Testing
= Predictable Communication Protocols

» Part 2

* PermSense System Design
Test & Validation Infrastructure
Data Cleaning & Validation
Calibration of Mobile Sensors
Complex Sensing
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Energy Harvesting

- how automatic control can help -

nische Hockichule Torich 31 Technische Informatik und Kommunikationsnetze
n Tushch Computer E eering and N ks



Energy Harvesting
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Problem Statement

When should we use energy ?

» Given a single embedded system. How do we
= ... avoid energy underflows?
= ... avoid energy overflows?
= ... dimension the battery?
= ... deal with real-time constraints?
= ... COope with resource-constraint systems ?
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System Model

energy source E‘S(t) »| energy storage ED (t)

I
1 |

S - Ec(t), |

; I

— Btk Ry (¢)
estimation p----- »lon-line controllert - - - +| application
A 1

e.9. M (1) '- - {system state |+ - -
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System Model

» Optimization problem: finite horizon control

(SIS

current timet
current state (memory, battery, ...)
current environment (input power)

v
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System Model

» Optimization problem: finite horizon control




System Model

» Optimization problem: finite horizon control

A g
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System Model

» Linear program (LP) specification (example)

maximize \€— Maximize long-term utilization

Rt+k-L)y>X YO<k<N

Eo(t+k- L) =lBg) + X2 (Bl6j) - ET R(t+j-L) YO<k<N
M(t+k-L) jJer 'MT-R(t+j-L) VO<k<N
-
0< t+k-L) < FEqn
5 ﬁ( )= B5(1) Ep()
0 S t + k- L) S Mma:c energy source ﬁ-:-—-r energy storage
-
—— ‘ki_| RO
estimation pF----- on-line controllerf - - - =+ application

A I

o
i

- - -|system state [« - -
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Solving a linear program (LP) in a
resource-constraint sensor node
at each time step ?

39
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Multiparametric Linear Programming

» Efficient run-time implementation by applying
a multiparametric programming approach

» Calculate optimal solution of the mp-LP as an explicit
function of the state vector

X(t) = ( | o )

Ep(t)

Eg(t)
energy source ——=r—=s| energy storage

|

R ()
estimation JJ+:.un-|ine controllerf = = = = application

e.g ﬂ)i i

- - - system state «- - -

1/ 4
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Online complexity of mp-LP

» Sometimes acceptable ...

Ropt(t) =B, X(#)+C; ifH,X(t) <K;,i=1,...,Nop =7

1/ 4
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Online complexity of mp-LP

» Sometimes not.
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Ropt(t) = B;X(t) + C;

Bottleneck !!!
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Hierarchical Control Design

L nergy storage ’—V

energy source e
Eg per day -
1 1 Es(t) 'Ec(t)
average case [

T 1
(I ~
S . By (t, k)
Qally_ L - =22~ 5 subcontroller 1
estimation
I I
—=—m | Ep(t)
1 2 . : DION J- worst case [use energy]
_________ |.__________________________________ gy Sy Gy S S S g
worst cas ! i average case [save energy]

1

I I
A 4

'houﬂy E2 (t7 k) R(t)

A ket » subcontroller2 | ---- » application
estimation
A |
1 1
I |
L - - —|system state [«- - -
il 43 i
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Daily worst-case energy prediction

(D)
EH
r-- i
Eq(t Eg 4(d MPAY T :
Algorithm 1 Daily worst-case energ ---ZH-(-.)-.— (S1) --Lf-'i(--?- (S2) .5..€.-.-)...1 !
Input: (t, Es(t)) : U = +__E
Output: Ey (k) V1 <k <N (54)
if £ == 0 then I —— >
€f(A)=oc VI<AZN Er(t k)
if tmodL; == 0 then
d-(L—1)
Esqd(d) = Z Es(t — l) Vi<d<N (Sl)
i=(d—1)-L
A
€s(A) = > Eg.ali) VO<A<SN (S2)
i=1
c(A) =€ (A)+ Ay VI<A<N (S3)
el (A) =min[el(A),&(A)]  VI<A<N (S3)
- o L (1. =
Ei(t. k) = 0 BBX leb(k+1) — (D} VE>1 (S4)
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Approximate mp-LP

= Principle
Generate a large number of samples X

For many states X, solve the linear program and
calculate the optimal rates R(X))

Perform piecewise-linear fitting! of the data
(Ropt(X), X)) to obtain the approximation /I\?(X)

1A Magnani and S. Boyd, “Convex piecewise-linear fitting.” in Opti-
mization and Engineering (submitted), http://www.stantford.edu/~boyd/
reports/cvx_pwl_fit.pdf, April 2006.

ETH 1/ 4
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Approximate mp-LP

R(t) = B;X(t) + C;
if ,X(t) <K;, i=1,...,Nop < Nop =161

Nep = 10 Ncr=5 Ncr=3
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Approximate mp-LP

= Comparison with optimal solution

Ner storage ops

control design max % — 1‘ max '% — 1‘ (or Neg)  (real numbers)  (worst case)

multiparametric. subcontroller 1 00 00, 30 1920 3689

subcontroller 2 ° b 161 2898 4829

approximate, subcontroller 1 4 256 308
0.82% 5.47%

subcontroller 2 173

9 /243 /
/S

Reduction: 89.6% 96.4%

ETH 1/ 4
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Power Testing

- how formal methods can help -

i
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Example —Power Profiling
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Solution 1: Power Trace Unit Testing

Target Current Consumption with Fixed Voltage Supply at 3.3V

:: L | a l.rhl,.ll.l._JJ_Allj

aape ELALTS PR B [ LLE b ] PR R aran

» Assertions based on reference traces/specification
» Power regression testing

ETH 1/ 4
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Solution 2: Formal Conformance Test

Power Trace |

Automatic T%r.:a Generation

Munﬂaring | pris=me s .......... .
@ OO0 gh‘tudel Checker T

Power Measurement Automated Power Trace Verification

HW-orlented | SW-oriented

LR Aona o e

c
o HW — T]— S
E= cE T =
ﬁ - Power Consumption |- Component Usage g & E
@ - Timing Annotations |- Control Flow =1 E. ]
£ - Timing Constraints s as
@ »
2 x 2
g g
E
Test description
Environment
ETH
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Solution 2: Formal Conformance Test

-
Model of Verify Model of
observed Reachability expected

Power behavior in UPPAAL behavior
trace PT SYS
(_'
|
System in operation Expected behavior
4 J J
[FORMATS 2009]
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Timed Automata (TA extended with data variables)

» Why timed automata ?
* |nfinite state system
» But, reachability is decidable
= Mature tools are available (Uppaal, Kronos)
= Power consumption as data variable extension

clock x:
label a,b:
Int y:=0; // [in mA]

shiche Technische it Technische Informatik und Kommunikationsnetze
ederal Imiitute of Technalogy Tusich Computer Engineering and Networks
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Formal Conformance Test using TA

» Use of timed automata for conformance testing

» Modular modeling of
= Hardware
= Software
» Testing Environment
= Trace
» Complexity reduction by
" noise removal
= abstraction and interval arithmetic

» Testing by reachability analysis of the composed
model (UPPAAL)

shiche Technische it 55 Technische Informatik und Kommunikationsnetze
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Formal Conformance Test using TA

» Experiment
= TMOTE Sky (MSP 430, TI CC2420) running TinyOS2
= Harvester application, LPL MAC protocol

= Besides testing a correct run (complex trace), several
errors have been introduced (missing wake-up, inject
error in low power scheduler, wrong low power state of
MC, specification error).

17608 11608 1161 11611 11612 11.613 11614 11615 11616 11,617 11,618 i | 1 | | l
Tirms {5) & 1 1
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Formal Conformance Test using TA

Hardware Model

bool IsInBounds(){

if(crrvalue == RadioUp+MCUp or
crrvalue < RadiolLow+MCLow)
return{false);

EFD

lslnBoundai)

return(true);

}

ActunlTransmit

o

lslnBoundsi)

leinBoundal

Radiolip = 2280 _'_:.‘(_:) SEND

leinBaundai)

T lsinBoundsd —
e O i o
AttemptSend indiclLow = 16000 \
e IDLE_TRAMNSITION STARTUP TRANSITIONING _UP
o <= 50 &k lolnBoundsl) a <= 100 && lsinBoundal o= 150 && lsinBoundai) a <= 200 && lainBoundall \ Hadiallp
\ Aadiolt 200
G o0—© -&—8 ©——© —0———@
o = = o P = p=y .~
oFr 7/ pataUD =40 g e - Lovw = 200 tadiolp = 1600 RadioUp = 21700 /

TRANSITIONING_DN

lndolip = 00 a <= 50 && lslnBoundal

| - |
IsinBoundail b

Andiolow =200,_—  LISTEN_and_RECEIVE

.
=

Trace Automaton

crrValue=100, y=0, stateTrace =0

}f{:ﬂ '::|:|

crrValue=100, y=0, stateTrace = 1

crrValue=200, y=0, stateTrace =2

O

y<=117 y=117
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Formal Conformance Test using TA

Software Model

2<=2000

z<=50000

b

Recejve
Verification Results
Model Samples Compressmn Runtlme
Intervals|100uA steps|Intervals|100uA steps

Wake-up 1000000 | 2089 13812 8s 182s
Inject 990000 2040 13666 5s 167s
Complex Trace| 310000 | 21811 89678 15min Fails
MC state 1000000 | 1086 5539 4s 22s
Specification | 1000000 | 1478 4578 7s 22s

ETH 1/ 4
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Summary (PTT)

------------------------------------------------------------------------------

i

- ; .

i [Power Trace T — Sys :

] ¥ M

- ' - , 3 i
] o % g

. Conformance Testing for. Power Traces
. Efficient offllne approach using Model Checker Uppaal
. Onlirf Dowefestmg using confcﬂnﬁ nce testing too
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Contents

» Partl
= Energy Harvesting
= Power Testing
= Predictable Communication Protocols

» Part 2

* PermSense System Design
Test & Validation Infrastructure
Data Cleaning & Validation
Calibration of Mobile Sensors
Complex Sensing
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Communication

- how biology and history can help -

i
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Predictable and Efficient Communication

Firefly Synchronization

ETH 1/ 4
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Predictable and Efficient Communication

TDMA Frame
beacon Lihuc;ad .s.fof Unu.sed .I.fo.f beacon
Base station : ._
I
¢ .
I
Node 1 /1
Start of rhe Downlink slot
TDMIA m::me to node 2
Dr:rlrml.mir shots |
Node 2 | to node 1 EE!mk S - Senvice
! —

Can-TT Bus

[SAEInternational]

Bus-based communication

Time-triggered operation
[Kopetz et. al.]

ETH 1/ 4
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Designing Predictable (Wired) Systems

Example: Time-triggered architecture

¢ Communication occurs over shared buses

e Nodes are time-synchronized

e Communication is organized in TDMA rounds
» Rounds are divided into slots
» Slots are assigned to nodes based on a fixed schedule

SRU Slot
e [
o . , ' : : ; : : ; Scheidler et al.,
u—% ) ST Y 50 Y ) 5 5 N < N 5 1 - 2 Y 0 [ _
'SRUD SRU1 SRU2 !SRUOD SRU1. SRU2 !SRUD SRU1 SRU2 ! TlmE-Trrggered
S_kal Bl e B N OO 3 I 0 W - I

. Architecture (TTA)]

——TDMA Rovind—

Is it feasible to design time-triggered low-power wireless networks?
ETH
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Challenges

Challenges in low-power wireless networks

e Limited resources: (energy) efficiency is a must

e Wireless communication is intrinsically unreliable

e Multi-hop nature of wireless networks compounds the problem

» Existing TDMA protocols strongly depend on network topology
(e.g., WirelessHART)

e Even more difficult with mobile nodes and multiple sinks

ETH (14
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The Low-Power Wireless Bus

Shared bus for low-power wireless networks

© o

Dooﬂj T??TTJ

Il 2 Low-Power Wireless Bus
Y7 T

e Nodes communicate using only network floods (one-to-all)

e Atany pointintime:

» At most one node (master) initiates a flood
» Remaining nodes (slaves) receive and relay flooding packet

e Time-triggered communication

» Nodes are time-synchronized
» Global schedule distributes master role over time
» Dedicated host node announces the schedule

ETH 1/ 4
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Is there a flooding architecture
that is sufficiently reliable and
efficient?

Didgendashiche Technische Hothichale Zarich 67 Technische Informatik und Kommunikationsnetze

Swvlss Federal Imititute of Technalogy Tuthch Computer Engineering and Networks



Glossy |

Efficient network flooding architecture for wireless sensor networks

e Temporally decouples flooding from other activities
e Exploits synchronous transmissions of the same packet

Nodes within the same color area
relay the packet at the same time

e Reliability often higher than 99.99 % Sufficiently reliable
e Afew milliseconds to flood a packet } and efficient

e Time synchronization at no additional cost Exploited by
Requires no knowledge of network topology } the LWB
ETH i
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Glossy |l

e Temporally decouple network flooding from application tasks

Flooding Flooding Flooding
ﬂ Application ﬂ Application ﬂ
'(‘.]'los;)‘r‘ 'alos;)}‘ "G,Ios;f L
e Exploit synchronous transmissions for fast network flooding
ETH i
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Glossy I

e Multiple nodes transmit same packet at same time

0.5 s
T, i F
EEES02154 ' 10 1‘1 il Kl
\ { ——= !
modulation : t
; o ifofrifi]o]e
A t

e Rreceives packet with high probability if A < 0.5 /S

Property exploited also in A-MAC [Dutta et al., SenSys '10]

ETH 1/ 4
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Glossy IV

Example

Initiator

Receivers

ETH 1/ 4
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Glossy IV

Example

Initiator

72




Glossy IV

Example

/ Initiator A

ETH 1/ 4
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Glossy IV

Example

‘ Initiator \

ETH 1/ 4
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Impact of Network Characteristics

Flooding latency

e Less than 3 ms to flood 8-byte packet to 91 receivers

e Average reliability > 99.99 % in all settings

o

o
o}

o
[o2)

o

o

w
—
@
=
(1]
=
©
=
Qo
=
(&
[
|
.

maximum number of transmissions N: 3
ETH i
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L ow-Power Wireless Bus

Communication organized in TDMA rounds

Communication rounds
/ / \ \
(A) aew

L i S

Slot master* H S, S, S, !
(B)  Packet type’Schedule| | Data | [ Data | e -
Eog : ' o :

-
------

— -

Only nodes that received the schedule participate in communication
i
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Implications of the LWB

Routing-free communication

e No network state
» Does not rely on knowledge of network topology (e.g., neighbors)

e Simpler than existing multi-hop TDMA protocols
» Schedules nodes instead of links

e Inherent mobility support

T

er Wireless Bus

M
|0k =

<

e Inherent support for multiple sinks T
Low-
[¢)

Virtual single-hop communication

e Schedule computed based only on application requirements

e Simplifies verification of system properties

ETH | Vil

" Technische Informatik und Kommunikationsnetze

Swiss Federal Imititute of Technal logy Tushch Computer Engineering and Networks



Evaluation |

One sink, low data rate, static nodes

e Twist: 85 nodes, 1 packet every minute

mr——
Data yield K. 7 sieiin R
R
: = o
© AVB:99.97% 3§ al! e
i I
in- 0 -71) of BEREENSSTTTL LSS - WEB
e Min: 99.45% & [ = =CTP + LPL-50ms
?S-j ===:CTP + LPL-200ms
- «+0:sCTP + LPL-500ms
?D | 1 | 1 L 1 1 1 [l 1
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
CDF
25r y
: = TS
Radio duty cycle 2o ____ e /
2 — | WB
e Avg:1.69% &' —=CTP + LPL-50ms
g P~ «==+CTP + LPL-200ms
B — Ll A
O MBE B0 o | e it i i e e e e
B BF o iiieiesssssesssscsssesnsssaeraasnssstetttsaasnsnansaesanssenaassenetestt
D 1 1 | 1 L 1 | 1 L 1
0 0.1 0.2 0.3 0.4 0.5 06 0.7 0.8 08 1
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Evaluation Il

One sink, high data rate, mobile nodes

e DSN + FlockLab: 43 nodes (6 mobile), 1 packet every second

Per-node data yield

1001

951

90r

Data yield [%]

85}

—
| —

80~
0

I Static nodes
[l Mobile nodes

10 20 30 40

Node

Delivery by one mobile node

"y
o

Hop distance from the host
F -9

+ Packet received

L (O Packet missed

s +

" e +
H+  HH +
il b b

1 > _ 3 4 5 6
Time [min]

e Mobility does not affect data yield (average: 99.74 %)
e Same implementation and parameters as in static scenarios

ETH
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Interacting with the Environment

Physical Resources
(Memory, Energy,

Resource Temperature,Bandwidth)
Interaction $

Networked Embedded

System
Functional
Interaction
Physical/biological
Environment

[N 80 Technische Informatik und Kommunikationsnetze
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Conclusion - Part |

» Interesting scientific questions arise from serious
applications.

» Serious applications involve tremendous effort in
» understanding environment and constraints
* related science

» Not all extracted scientific questions found directly
their way back to the application, but they helped a lot
In understanding the basic problems.

ETH 1/ 4
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